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AyTeHTuduKaIus

beszonacnocts nnpopmanuu

l'ocynapcrBenHas
nH(pOpMaLMOHHAs CUCTEMA

Hoctyn k nuaopManuu
JocTynHoCTh

3ammra uHGOpMaIun
OT HECaHKIIHOHHUPOBAHHOTO
JO0CTyIa

3amumaemas HHGoOpManus

WNnentuduxanus

WNudopmannonHas cucrema

Nudopmatninonnbie pecypcebl

WNudopmannonssle
TEXHOJIOTUHU

Nudopmanus

KonTponupyemas 30Ha

KoupuneHnuansHOCTh

O06paboTka nepcoHaNbHBIX
JAHHBIX

TEPMHWHBI U OITPEJAEJEHUA

JlelicTBus 1Mo mpoBepke MOJUIMHHOCTH CyObEKTa JocCTyIa
B MH(OPMAILIMOHHOMN cHCcTeMe

CocrosiHME  3alUINEHHOCTH HH(pOpPMAalMH, MPU KOTOPOM
obecrieyeHbl  ee  KOH(UACHUMAIBHOCTh,  JOCTYIHOCTb
U 1I€JIOCTHOCTh

HNudopmannonHas cucrema, co3aBaeMasi B LIeJsIX pealn3aiuu
HOJTHOMOYU I roCyJapCTBEHHBIX OpraHoB
u obOecrieueHuss oOmeHa wuHoOpManHMed MEXIy OSTUMH
OpraHamMH, a TakK€ B MHBIX YCTaHOBJIEHHBIX (erepabHbIMU
3aKOHaMH LIeJsAX

Bo3MoKHOCTB moTyueHust UHHOPMAIMH U €€ UCTIOJIb30BaHM
CocrosiHue WH(pOPMAIUK, XapaKTEPH3yeMOe CIIOCOOHOCTHIO
TEXHUYECKUX CPEIACTB M HHGOPMALMOHHBIX TEXHOJIOTUH
obecrieunBaTh OECTIPETSITCTBEHHBIN JAOCTYN K MHPOpPMALIUU
CyOBEKTOB, UMEIOLIUX HA ATO NOJTHOMOYHMS

3amura uHpOpMAlMM, HAIpaBJIEHHAs Ha MPEAOTBpAIICHUE
HOJYyYeHUs 3allMIiaeMoil HMH(pOpMalMK 3aUHTEPECOBAHHBIMU
CyObEeKTaMu ¢ HapyIICHHEM YCTAaHOBJICHHBIX HOPMAaTHBHBIMHU
U IIPAaBOBBIMH JIOKyMEHTaMH (aKTaMM) UM 00J1afaTesIMu
uHpOpMALMK TPaB WIA TPaBWJI pa3TPaHUYCHUS JOCTyMa
K 3alMIaeMoil napopmanuu

Wndpopmanus, sBisomascs NpeAMETOM  COOCTBEHHOCTH
U ToJUIeXalasl 3aliuTe B COOTBETCTBUM C TPeOOBaHUSAMU
MIPaBOBBIX JIOKYMEHTOB 170011 TpeOOBaHMSIMH,
YCTaHaBIMBAaEMbIMH COOCTBEHHUKOM UH(pOpMaUU
[TpucBoenmne cyobekTaMm 1 00bEKTaM JOCTYyIa HACHTU(UKATOpa
U (WIM) CcpaBHEHHME NPEIbSBIAEMOrO HIACHTHU(HKATOpa
C MepeyHeM IPUCBOCHHBIX UJIEHTU()HUKATOPOB

CoBOKYIHOCTh cojiepikalieiics B 6a3ax JaHHBIX MHPOpPMALUU
u o0ecrieunBaOUX  ee  00paboTKy  MHGOPMAIMOHHBIX
TEXHOJIOTUI U TEXHUUECKUX CPEJCTB

OtnenbHBIE JOKYMEHTHI U OTJIENBHBIE MacCHUBBHI JOKYMEHTOB,
JOKYMEHTBI M  MacCHUBbl  JJOKYMEHTOB, COJieprKalluecs
B MH(GOPMAIIMOHHBIX cucTeMax (OMOIMOTeKax, apXuBax,
¢dongax, 6aHKaxX JAHHBIX, HHPOPMAIIMOHHBIX CHCTEMax APYrHX
BU/IOB)

[Tpomeccel, MeToAbl MOMCKa, cOopa, XpaHEHHUs, 0OpabOTKH,
MPEI0CTaBIICHUS, PACTIPOCTPAHCHUS WHPOPMAIIMA U CIIOCOOBI
OCYIIIECTBJIEHUS TaKUX MIPOLIECCOB U METO/I0B

Caenenus (coobmienus, JTAHHBIE) HE3aBUCUMO
0T ()OPMBI UX TIPEICTABICHUS

[IpoctpancTtBo  (TeppuTOpHsi, 37aHHE, YacTb  3JaHUsA),
B KOTOPOM HCKJIFOUEHO HEKOHTPOJIUpPYEMOE MpeObIBaHUE JIUIL,
HE HUMEIIUX IOCTOSSHHOTO MJIM  Pa3oBOro  JIOIMYCKa,
Y IOCTOPOHHMX TPAHCIIOPTHBIX CPEJCTB

O06s3aTenbHOE 7151 BHITTIOIHEHUS JIMLIOM, TTOJIYYUBIIMM JIOCTYII
K ompenenaeHHoN nHpopmaluu, TpeboBaHNE HE TIEpe1aBaTh
TaKyl0 HMHQOPMALMIO TPETbUM JHLIAaM 0e3  Ccoryiacus
ee o0amaTens

JeiicTBus (onepanyu) ¢ nepcoHaJbHBIMU JaHHBIMHU, BKIIIOUYAs
cbop, cucTeMaTHU3aluIo, HAKOIUICHHE, XPaHEHUE, YTOUYHEHHE



Omnepatop

[IepcoHanbHbIE TaHHBIE

VYrpo3za Ge3omacHocTu
nHpopmaruu

Y a3BUMOCTD

IlenoctHoCcTh

I'OCT P
Ilonutuka
O6pazoBaTenbpHas
OpraHu3aIus
®CB Poccun
OCTIK Poccun

(oOHOBJICHUE, U3MEHEHHUE), UCIIOJIH30BAHNE, PACIIPOCTPAHCHHE
(B TOM uHcIe Iepeaady), 0oe3mMuuBaHue, OJOKUPOBAHUE,
VHHUYTOKECHUE TIEPCOHATBHBIX JTAHHBIX

TpaXJIaHUH WIM OPUAMYECKOE JIMIO, OCYLIECTBISIOMNE
JESATENIbHOCTD M0 AKCILTyaTallud MHQOPMAIIMOHHOW CHUCTEMBI,
B TOM 4YHCIIE TI0 00paboTKe MHQPOPMAIUH, COACpKAIIEHCS

B ee 0a3ax JaHHBIX

Jlrobas mH(bOpMaIKs, OTHOCAMIASACS K MPSIMO WM KOCBEHHO
OTIpe/IeIICHHOMY WJIH OTpeAeIsieMOMY (GHU3NIECKOMY JIUITY
CoOBOKYIHOCTh ~ ycJHOBHH U (PaKTOpOB,  CO3JAIOIIUX
MOTEHIIUAJIbHYIO WIH peasibHO CYILIECTBYIOLIYIO
OIIaCHOCTh, CBSI3aHHYIO C YTEUKOi nH(opMaIuu

W/WIM HECAHKIIMOHWPOBAHHBIMU W/UIM HENpeIHAMEPEHHBIMH
BO3JICUCTBUSIMH Ha HEe

Henocrarok (cmabocTh) MIPOTrPaMMHOTO
(mporpaMMHO-TEXHUYECKOT0) CPEICTBA WM UHPOPMALIMOHHOM
CHUCTEMBI B IIEJIOM, KOTOPBIH (KOTOpasi) MOXKET ObITh
UCTONB30BaHA  JUIS  pealM3allid  Yrpo3  0e30MacHOCTH
uHpopmaruu

VYcroitunBocTh MHQOpMALMM K HECAHKLMOHHUPOBAHHOMY
WIH CIIy4aiiHOMY BO3CHCTBHIO Ha Hee B Ipoliecce 00paboTKu
TEXHUYECKUMHU CPEICTBAMH, PE3YJIbTATOM KOTOPOTO MOXKET
OBITh YHUUTOKCHHE U MCKA)KCHHE NHPOPMAITUU

OBO3HAYEHUSA U COKPAILIEHUSA

I'ocymapcrBenHbii ctanaapt Poceniickonn denepannun
[TonuTuka nHGOPMAIIMOHHON 6€30MIaCHOCTH
MAOY «burununckas COILL

denepanbHas cnykoa 6e3omacHocTn Poccuniickoit denepanu
®enepanpHas ciiyx0a Mo TEXHHUYECKOMY U SKCTIOPTHOMY KOHTPOJIIO



1 OBIIME ITOJIOXKXEHUA

Hacrosimas [Tonutuka sBiasercs TOKyMEHTOM, OIPEeIIIOUIMM HallPaBICHUS JeSITEIbHOCTH
B oOmactu oOecrniedeHus WHPOPMAIMOHHON  0€30MacHOCTH W MpEICTaBiIsieT  co0oit
CHCTEMaTU3MPOBAHHOE M3JIOKEHUE 1ieIei 1 3a1a4 HHPOPMALIMOHHON 0€30I1aCHOCTH, KaK OJHO WX
HECKOJIBKO TMPaBUJI, MPOLEAYP, MPAKTUYECKUX NMPHUEMOB M PYKOBOISIINX MPUHIUIIOB, KOTOPHIMH
pykoBojcTByeTcst OOpa3oBaTenbHasi OpraHU3aLus, a TAKKE OPraHU3aL[MOHHBIX, TEXHOJOIMUECKUX U
IPOIETyPHBIX ACMIEKTOB o0ecTeyeHnss HHPOPMALMOHHON 0€301MacHOCTH.

[Tonoxxenuss  Hactosmiedt  [lomuTukM  HE  pacHpoOCTpaHSIOTCS HAa  o0ecreueHue
MH(POPMALIMOHHOM 0€30MaCHOCTH CBEACHUHN, COCTABIISIOIINX FOCYIapCTBEHHYIO TalHY.

OcHoBHOH 3amaueii B oOmactm wuHGOpMAMOHHONW Oe3omnacHoctd OOpa3oBaTeIbHOM
OpraHu3alii MPU3HAET COBEPILIECHCTBOBAHME MEp M CPEACTB OOeCledeHus 3alluThl WH(GOpMAIUN
MHPOPMALMOHHBIX  pecypcoB  OOpa3oBaTenbHOMl  OpraHM3allid B KOHTEKCTE  pa3BUTHS
3akoHoOnaTenbcTBa Poccmiickoii  dDexepan W HOPM  pETyaUpOBaHHS  HMH(OPMAIIOHHON
NeSITEIbHOCTH B TEKYIIMX YCIOBUAX (PYHKIIMOHUPOBAHUS HH(POPMALIMOHHOTO MOJIS.

[Tpu pazpabotke [ToTUTHKH yYUTHIBAIMCH OCHOBHBIC MPUHIIMIIBI CO3/IAHHUS CHCTEM 3aIlUThI
UHpOpPMALUM, XapaKTePUCTUKM M BO3MOXKHOCTH  OpPraHU3ALMOHHO-TEXHUYECKUX  MEp
¥ COBPEMEHHBIX ITPOTPAMMHBIX H aIllapaTHO-TIPOTPaMMHBIX CPEJCTB 3aIIUTHl HH()OPMAITIH.

B pamkax cBoeii nestenpHocTr OOpa3oBaTenbHas OpraHU3aus 00s3yeTcs MpeInIpUHIMATh
BCE BO3MOJKHBIE MEPHI JUIs 3alIUTHI MHPOPMALIUU OT Yrpo3 0e30macHOCTH HHPOPMAITUH.

TpeboBanust MHPOPMALMOHHONW 0€30IaCHOCTH, COOTBETCTBYIOT IIEJISM JEATEIbHOCTU
OOpa3oBarenbHON OpraHU3allil M TpeIHA3HAYEHBl Ui CHW)KCHUS PHCKOB, CBSI3aHHBIX C
peanu3anuen yrpo3 6e30nacHOCTH HHPOPMALIUK.

[lonutuka poctynmHa Bcem paboTHukaMm OOpa3oBaTeNbHOM OpraHu3allid U BCEM
M0JIb30BATENSIM €TO PECYPCOB.

2 IIEJIA U 3AJAYA OBECHEYEHUSA UH®OPMAIIMOHHOM BE3OIMACHOCTH

Cy0bexTbl HHPOPMANMOHHBINH OTHOICHUH
CybObekramu mpu obecriedeHHH uWHGOpMaMoHHONW Oe3zonmacHocTd B OOpa3oBaTenbHas
OpTraHHu3aIus SBISIOTCS:

e pabOTHUKHU CTPYKTYPHBIX NOJIpa3ziesieHul (B TOM YKCII€ YBOJICHHBIE);

e rpaxiaHe, padoTaroIIKe MO JOTOBOpaM IrpakJaHCKO-TIPaBOBOTO XapaKTepa;

e (u3HYecKHe JNIA, TPEJICTABUTENIN KOHTPATeHTOB B paMKaxX MCIOJIHEHUS IOTOBOPHBIX
00513aTENbCTB;

e (usnyeckue UL, o1aBIIMe oOparieHue B aapec OO0pazoBaTeIbHON OpraHU3allu;

® [OpHIMYECKHE IMIa, B paMKax HWCIIOJHEHHS JOTOBOPHBIX OO0S3aTENLCTB WM BO
WCITOJTHEHUH TpeOOBaHUH CO CTOPOHBI 3aKOHOATENbCTBA Poccuiickoit denepanuu;

® OpraHbl TOCYJapCTBEHHO BIIACTH.

O0bexThl HHPOPMALMOHHBIX OTHOLICHHU I
O0bexTamu HHPOPMAITHOHHBIX OTHOIICHUH SIBIISTIOTCSI:

¢ nH(popMaroHHbIe pecypcbl O0pazoBaTeIbHON OpraHU3alHy;

e rocysapcTBeHHbIe HMH(OpMaIMOHHbIe cHcTeMbl OnepaTopoM KOTOPBIX — SIBIISETCS
OO6pa3zoBarenbHas OpraHu3aIus;

e Iporiecchl 00paboTkKM mHpopManuu B WHPOpMAIMOHHBIX cucTemax OOpazoBaTenbHas
opraHuzaiys, WH(QOPMAIMOHHBIE TEXHOJIOTHH, PErJaMeHThl W TIPOLEIyphl cOopa,
00paboTKH, XpaHEHUs U Tiepeiadn HHPOpMAIINH;

e yH(opmaImoHHass WH(PpPaCTPyKTypa, BKIIOUAIONMIAs CHUCTEMBI OOpabOTKH, XpaHEHUS
U a”anu3a uH(OpMaNuU, IporpaMMHBIC U TPOTPAMMHO-AIAPATHRIE CPECTBA, B TOM
YHClie KaHaJbl CBSA3H U TEJIEKOMMYHUKAIINH;

® CUCTEeMBbl M CpEACTBA 3aLIUTHl HMHPOPMALUHU, OOBEKTH M IOMEIIEHHS, B KOTOPBIX
pasMeleHbl cpeicTBa 00pabOTKU HHPOPMAITUH.

Hean o6ecnevyeHuss HHPOPMALMOHHOM 0€30MIACHOCTH
OcHoOBHOM 1enbl0  oOecnievueHus HWHGOpPMaIMOHHONW Oe3zomacHocTH  OOpa3oBaTenbHAs



OpraHu3ansi  SBJSIOTCS  JCWCTBUS  HAmpaBJICHbl HA  JOCTM)KEHHE  3alIUThl  CyOBEKTOB
MH(OPMALIMOHHBIX OTHOUICHHH OT BO3MOXXHOI'O HAHECEHHS WM MaTepualbHOrO, (U3NYECKOro,
MOpPaJIbHOTO WJIM MHOTO yIep0a, MOCPEJCTBOM CIYyYaifHOTO MU MPEAHAMEPEHHOTO BO3ICHCTBUS HA
nHpopmaruro,

B TOM YHCJIE:

e obecrieueHust 0TKa30yCTOMYUBOTO (bYHKIIMOHUPOBAHUS MPOrPaMMHBIX
M anmapaTtHO-MporpaMMHbIX  cpeactB  OOpa3oBarenbHasi — OpraHu3anus U
NPEOCTABIISIEMBIX CEPBHUCOB;

® COOIOACHUSI TPABOBOTO PEXHMMa HCIOJIb30BAHUS MAaCCHBOB M CpEACTB 00pabOTKH
nHpopmanuu;

e [IPEIOTBPAILCHUS pealn3alun yrpo3 0e30macHoCTH WHGOPMAIMU TPH OCYLIECTBICHUN
nesirenbHOCTH OOpa3zoBaTeIbHas OpraHu3aIusl.

3agaun obecneyeHus UHPOPMAIMOHHOI 0€30NACHOCTH
HocTmwkenne neneit odecredeHuss HHOOPMAIIMOHHON 0€30IaCHOCTH M CBOMCTB MH(OpMAIIHHY,
OO0pa3oBarenpHasi OpraHU3aIMs PEIIaeTCs CIeTYIOIUMHE 3a/1a9aMu:

®  3aIIUTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYNA K MHPOPMALIMOHHBIM pecypcam;

® pasrpaHMYCHHs JOCTyNa TIIOJIb30BaTeNeil K WHGOPMAIMOHHBIM, anlapaTHBIM,
MPOrPaMMHBIM U UHBIM pecypcam;

® PETUCTpalM{ U MEPUOJUUECKOT0 KOHTPOJIS JeHCTBUH MONb30BaTeNell mpu 00paboTke
3aluIIaeMoil “HPOpMaIK U IEPUOANYECKUN KOHTPOJIb KOPPEKTHOCTH UX JICHCTBUI;

® KOHTPOJIS LEIOCTHOCTU CPE/Ibl UCIIONHEHUS MTPOrPaMM U €€ BOCCTAHOBJICHHUE B Cllydae
HapYIICHHUS,

e oOecrieueHMs] ayTeHTU(UKAUK M HAECHTHU(PUKALUU MOJIb30BAaTENEH, Y4acCTBYIOIIMX
B MH(QOPMALIMOHHOM OOMEHE;

e oOecrieueHHWsT WCIPABHOCTH TNPUMEHAEMBIX B  WHGOPMAIMOHHBIX  CHCTEMax
OO6pa3oBarenbHasi OpraHu3aliys CpeiCTB 3alUThl UHOPMAIUY;

® CBOEBPEMEHHOIO BbISBIIEHHE UCTOYHHUKOB Yrpo3 0€30MacHOCTH MH(YOPMALUU, TPUIHH
U YCIIOBHUI, CIOCOOCTBYIOIIMX HAHECEHHIO ylepOa 3aMHTEPECOBAHHBIM CYyOBEKTaM
WH(POPMAIMOHHBIX OTHOIICHUH;

e Co3/laHUEeM CIyXObl MOHUTOPUHIA M pEarupoBaHUs Ha YIrpo3bl 0E€30MacCHOCTH
UH(POPMALIUU ¥ HETaTUBHBIE TIOCIICICTBHUS;

® CO3/1aHHEM YCIOBMH JUIi MHHMMHU3ALUMU HAHOCUMOTO Yyiepba HempaBOMEpHBIMHU
JeHCTBUSMM, U YCTPaHEHHUE MOCIIeICTBUNA HapyIlIeHus: HH(QOpMaIlMOHHON 0€301MacHOCTH
B OOpazoBaTenbHas OpraHu3aiusl.

Pemenue BblmIenepedrciaeHHbIX 3agady B OOpazoBaTeIbHONW OpraHU3allMM OCYIIECTBISETCS
HOCPEICTBOM:

e ydeTa BCeX IMOJUIekKAIIUX 3alIuTe HH)OPMAITMOHHBIX PECYPCOB;

® OKYpPHAJIMPOBAaHUS JCUCTBUI TIEpcoHaNla, OCYIICCTBIAIONIETO OOCTY)KHBaHHE U
MO (PUKAIIIO MPOTPAMMHBIX U MIPOTPAMMHO-ANMapaTHRIX CPEACTB HH(DOPMAIIMOHHBIX
CHCTEM;

e perjaMeHTallMM MpoleccoB 00paboTku uHpOpManuu, JeHCTBUI pabOTHHUKOB
OO0pa3zoBarenbHass OpraHU3aINusl, OCYIIECTBISIONIMX AIKCIUTyaTallMi0 MPOTPaAMMHBIX U
IpOTrpaMMHO-aNNapaTHBIX CPEJICTB, Ha OCHOBE YTBEP)KICHHBIX OpraHU3alMOHHO-
pacropsANTENbHBIX JOKYMEHTOB T10 3aIIUTE HH(OPMAIIHH;

e Ha3HAuYeHUs M TOJArOTOBKON paOOTHUKOB, OTBETCTBEHHBIX 3a OpPraHU3alUI0 H
OCYIIECTBIICHUE MEPONPUITHI 1O OOeCreYeHHI0 WH(POPMAIMOHHON 0€30MacHOCTH B
OO0pa3oBarenbHasi OpraHu3aIus;

® HaJeJeHUs KaXJ0ro paboTHHKAa MUHUMAJIbHO HEOOXOIMMBIMU IIpaBaMu Npu paboTe B
nH(pOpMaIMOHHOW HHPPACTPYKTYPE COTIIACHO UX JIOJDKHOCTHBIM 00s3aHHOCTSIM;

e CoONIO/IeHUsT BCEMH paOOTHHKAMH, OJKCILTYaTHPYIOITUMHA U OOCTY>KUBAIOUTUMU
IpOrpaMMHBbIE U MPOTrpaMMHO-aNNapaTHbIE CPEICTBa, TPeOOBaHUI OpraHU3allMOHHO-



pacTopsiAUTENBHBIX JOKYMEHTOB IO BompocaMm obecriedeHuss WHGOPMAITMOHHON
0€30I1aCHOCTH;

® [IEPCOHAJBHOW OTBETCTBEHHOCTHIO KaXJOro pabOTHUKA 3a CBOM JICHCTBHUSA,
YYacTBYIOIIETO B pPaMKaX CBOUX (YHKIIMOHAJIBHBIX OOS3aHHOCTEH B TIpoIeccax
ABTOMATU3UPOBAHHONW 00pabOTKM HH(OpPMAIMK ¥ HMMEIOIIEro JOCTYI K pecypcam
WH(OPMAIIMOHHBIX CUCTEM;

e peanu3alMel  TEXHOJOTMYECKHUX  IpoleccoB  00paboTku  uHboOpManmuu ¢
UCIIOJIb30BAaHUEM  KOMIUIEKCOB  OPraHU3allMOHHO-TEXHUYECKUX  MEp  3allUThI
POrpaMMHOTr0 o0ecreueHusi, MpOrpaMMHO-aNapaTHbIX CPEJICTB;

® MPUHATHUS Mep MO obecrneueHuo GU3NYECKON HEIOCTHOCTH MPOTrpaMMHO-aIapaTHbBIX
CpeacTB HMH(MOPMALMOHHBIX CHUCTEM M MOAJAEpKaHHEeM HeoOXOIUMOro YpOBHS
3aIIUIIICHHOCTH KOMIIOHEHTOB;

® HCIOJIB30BAaHMSI TMPOTPAMMHBIX M MPOTrPAMMHO-AIMITAPATHBIX  CPEACTB  3AIUTHI
uH(bopMauu oOpabaTeiBaeMOM B O6pazoBarenbHast OpraHu3anus u
aIMUHUCTPATUBHOM MOJIEPKKON UX UCIOJIb30BAHMUS;

® KOHTPOJISi COONIOACHHS IOJIH30BATEIIAMUA WH(MOPMAIMOHHBIX CHCTEM TPEOOBAHHM IO
obecrnieueHn 0 HHPOPMAITMOHHOM 0€301TaCHOCTH;

e nmpoBeneHusa aHaiu3a APGEKTUBHOCTH MPUHATHIX MeEp 3alluThl UHGOpMALUU H
MIPUMEHSIEMBIX CPEICTB 3a1uThl HH(popManuu B OO6pazoBaTeIbHON OpraHU3allNu;

e pa3paboOTKU U peanu3aliyl MPeUIOKEHUH MO COBEPIICHCTBOBAHUIO CHUCTEM 3aIIUTHI
uH(popmanuu B O6pazoBaTenbHON OpraHU3aliHy.

3 NPUHIMUIIbI OBECHEYEHWUA HH®OPMAIIMOHHOMN BE30ITACHOCTH

O6ecneyenune nHGHOPMAITMOHHON O€30MACHOCTH, IOJDKHO OCYIIECTBISTHCA B COOTBETCTBUU CO
CJIEAYIOUIMMU OCHOBHBIMH NMPUHLIUTIAMH:

IpuHOMN 32aKOHHOCTH

[Tpu BBIOOpE MeponpUATHI MO 3amuTe WH(GOPMAIMU, TODKHO COONIIOAThes JEHCTBYIOIIEE
3akoHozaTenbcTBO Poccuiickoit denepanuu B chepe 3amuThl HHGOPMALIUN.

Bce paboTHHKHM MOMKHBI MMETh NPEACTaBICHHUE 00 OTBETCTBEHHOCTH 3a MPABOHAPYILEHUS
B cdepe 3ammrel wuHbopMmammu. [IporpamMmMHO-ammapaTHbIe CpEACTBa, MPHUMEHSEMBbIE B
OOpa3zoBarenbHOIl OpraHM3aluy, JOJKHBI HMETh COOTBETCTBYIOIIME JIMLEH3UH, OQHUIHAIBHO
nproOpeTaThCs y MpencTaBuTeNe pa3pabOTIYMKOB 3TUX CPEJICTB WM SBIATHCS WHTEIUICKTYaIbHOU
cobcTBeHHOCThI0 OOpa3oBaTenbHas OpraHu3arysl.

IpuHIUN CHCTEMHOCTH

[Tpu co3maHum cHCTEMBI 3alUThI TOJKHBI YUUTHIBATHCS aKTyalbHbIE YIpO3bl O€30MaCHOCTH
uH(pOpMalMi, BO3MOXXHbIE OOBEKThl M HANpPAaBJIEHUS aTaKk Ha HEEe CO CTOPOHBI HApYLIUTENEH.
CucTema 3alMThI T0JIKHA CTPOUTHCS C YIETOM HE TOJIBKO N3BECTHBIX KaHAJIOB YTEUKH HH(POPMAIINHY,
HO ¥ C YY4ETOM BO3MOXXHOCTH TIOSIBJICHHSI HOBBIX YSI3BUMOCTEH B TPOTPAMMHOM 00€CTICUeHUH.

IpyuHIMI KOMILVIEKCHOCTH

KomriekcHOe MCTIONb30BaHME CPECTB 3alIUThl HH()OPMAIH MPEIIoIaracT COrllaCOBaHHOE
IpUMEHEHHE NPH MOCTPOSHUHU LIETOCTHOM CUCTEMBI 3aIlUTHI, IEPEKPHIBAIOIICH BCE CYIIECTBEHHBIE
yrpo3bl 0e3onmacHOCTH WH(OpMAIy. 3aluTa J0JDKHA CTPOUTHCS DIIEIOHHpPOBaHO. Dusnyeckas
3alUTa JOJDKHA 00ecreunBaThCsl (PU3MUECKUMH CPECTBAMU M OpPraHU3allMOHHBIMU MEPaMHU.

[Tpu mocTpoeHuu, BHEAPEHUHU U SKCILUTYaTaI[ii CHCTEMBI 3alIUThl HHPOPMAIIUU PYKOBOJICTBO
OO6pa3zoBarenbHasl OpraHu3aius o0ecreunBaeT yeiaoBus A 3G PpeKTUBHON KOOpAMHALUY 1eHCTBUNA
BCEX JIHI], 00eCTIeYNBAOIMNUX HHHOPMAITMOHHYIO O€30TIaCHOCTbD.

IIpyuHUMI CBOEBPEMEHHOCTH

Pa3zpaboTka cuctempl 3anuThl HHPOPMAIMK JTOJDKHA BECTHUCHh MAapauUIeIbHO C pa3paboTKOH
UHPOPMALIMOHHOM  CHCTEMBl. JTO TO3BOJIMT Y4YecTb TpeOoBaHHS OE30MAaCHOCTH  TpHU
MIPOCKTUPOBAHUHM APXHUTEKTYphl M, B KOHEUYHOM cYeTe, co3aaTh Oosee d(PQeKkTUuBHBIC
UH(POPMALIMOHHBIE CUCTEMBI, 00JIaAA0IIIe JOCTATOYHBIM YPOBHEM 3aIMIIICHHOCTH.

IIpuHUUN peeMCTBEHHOCTH



[TocTosiHHOE COBEpIIEHCTBOBAaHHME MEpP M CPEACTB 3allUThl HHMOPMAIMM Ha OCHOBE
NIPEEMCTBCHHOCTH OPTraHU3allMOHHBIX W TEXHUUYECKUX PEHICHHH, KaJpPOBOTO COCTaBa, aHAIHM3a
(GyHKIMOHUPOBAaHUS MH()OPMAITMOHHBIX CHCTEM M CHUCTEMbI €€ 3alUTHl C Y4eTOM H3MEHEHHH B
METO/IaX M CPEJICTBAX MepexBaTa HH(popMaIiy, HOPMATUBHBIX TPEOOBAHUI 110 3alIUTE HHPOPMAIIUH.

IIpyuHOMI 10CTATOYHOCTH

CooTBeTCTBHE YPOBHSI 3aTpaTr Ha oOecrieueHre HHPOPMAIMOHHON 0€30MaCHOCTH M IIEHHOCTH
MH(POPMALIMOHHBIX PECYPCOB Ha BEIMYMHY BO3MOKHOTO yIIep0a OT UX pas3rialleHus, YHUYTOKEHHS
U UCKaxeHus. Vcrnosip3yembie Mepbl M CPEACTBA 3aIIUThl MH(DOpMAaIUM HE JOJDKHBI YXYALIATh
HPrOHOMUYECKHE TIOKA3aTEeIN KOMIIOHEHTOB HH(POPMAITHOHHBIX CUCTEM.

[IpuHOMI OTBETCTBEHHOCTH

Bosnoxenne oTBEeTCTBEHHOCTH 3a o0OecrieueHne 0e30macHoCcT nHpopMaluu U ee 00paboTKu
Ha KaXJOro padOTHUKA B Tpejeiax ero IMOJIHOMOYMW. B COOTBETCTBHHM C ATHM NPUHIIMIIOM
pacnpenelieHie mpaB U OOS3aHHOCTEH PaOOTHHKOB CTPOUTCS TaKUM OO0pa3oM, 4TOOBI B cllydae
Jr000T0 HApYIICHUS ObLT H3BECTCH HAPYIIUTEIb.

IpuHOMND 060CHOBAHHOCTH U TEXHHYECKOIH pean3yeMoCcTH

WHpopManmoHHbIE TEXHOJIOTHH, IPOrPAMMHBIE U MPOTPaMMHO-AMIapaTHbIC CPEACTBA, MEPhI
3aUThl HHPOPMAIUU JTOJDKHBI OBITh PEaTM30BaHBI TI0 COBPEMEHHBIM PEIICHHUSIM, 0OOCHOBAaHBI C
TOYKU 3PEHHSI JIOCTHIKCHUS 3aJJaHHOTO YPOBHS 3allMIICHHOCTH MH(GOPMAIMUA U IKOHOMHYECKOU
1eN1ecoo0pa3HOCTH, a TaKXKe COOTBETCTBOBATH YCTAHOBJICHHBIM HOPMaM M TpPEeOOBaHUSAM IO
06e30macHOCTH MH(POPMAIIHH.

IMpunun npodgeccuoHaIu3Ma

Peanuzanust Mep 3amuThl MHGOPMAIMA M SKCIUTyaTallds CPEICTB 3allUThl WHPOPMALUU
JIOJDKHA OCYIIECTBISITECS MPO(ECCHOHATLHBIMU CIICITUATMCTAMHU.

[TpuBneueHue crienualIn3upOBaHHBIX OpraHU3alMi K pa3paboTKe CPEACTB U pealn3alud Mep
3alIUThl MTHPOPMALIMH, TIOATOTOBICHHBIX K KOHKPETHOMY BHUJAY JACATEIBHOCTH IO OOECIICYCHHUIO
0€30MacCHOCTH UH(POPMALIMOHHBIX PECYPCOB, UMEIOIIUX OIBIT IPAKTUYECKON paboThI U JIMIIEH3UH Ha
IPaBO OKa3aHUs YCIYT B ATOH OOJIACTH.

IpuHuMn MUHUMH3ALMY IPUBUJIETHI 10/1b30BaTe el

Obecneuenne MoIb30BATENCH MPUBIIICTHSIMA MAHUMAIIBHO JOCTATOYHBIMHU JUTSI BBITTOJTHEHHS
UMH CBOMX JIOJDKHOCTHBIX 00s13aHHOCTEelH B OOpa3oBaTeIbHON OpraHU3aliH.

4 OCHOBHBIE TPEBOBAHUA 110 3AIIUTE UHOOPMALIUUN
OI'’PAHUYEHHOI'O JOCTYIIA

Cucrema 3amuThl MH(MOPMaLMK JOJKHA INPEAYyCMaTpUBATh KOMIUIEKC OpraHU3allMOHHBIX,
MPOrPaMMHBIX U MPOTPAMMHO-AMNMAPaTHRIX CPEJICTB U MEp IO 3aluTe HHPOPMAIIUU B TIPOIIEcCe €€
00paboTKH.

Brimonnenue TpeOoBaHMIA TOCTUTAETCS 3a CUET pealn3aliyi Ha 00beKTax WHGOpMaTU3aAlUN
Mep IO 3aIuTe HHPOPMAIIUHU:

e uJIeHTUPUKALUU U ayTeHTU(DUKAINH CYOBEKTOB IOCTYIA H 00BEKTOB JOCTYIIA;
YIIPaBJIEHUIO IOCTYIIOM CYOBEKTOB AOCTYIA K 0OBEKTaM JOCTYIIA;
OTPAaHUYEHUIO TPOTPAMMHOM CPEJIbI;
3aIlUTe MAITUHHBIX HOCUTEINEH MePCOHATBHBIX TaHHBIX;
pETHCTpaluK COOBITHI OE30TTaCHOCTH;
AHTUBHUPYCHOM 3aIlNTE;
00OHapy>KEHHUIO BTOPKEHUH;
KOHTPOJIIO (aHAJIU3Y) 3alIUIIIEHHOCTH EPCOHANIbHBIX JIaHHBIX;
00€CTIeYeHHIO [IEIOCTHOCTH MH(POPMAITMOHHON CHCTEMBI M IEPCOHATBHBIX JAHHBIX;
00€CTeYeHNIO JOCTYIHOCTH MEPCOHATIBHBIX JAHHBIX;
3aIIUTHI CPEJIbl BUPTYyaTU3aIINH;
3aIUThl TEXHUYECKUX CPENICTB;
3alIUThl UH()OPMAIIMOHHON CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U NEepeauu IaHHbIX;
BBISIBJICHUIO MHIIUJICHTOB U pearupoBaHue Ha HUX;



e VyIpaBJIEHUIO KOHUrypanued HHOOPMAIMOHHON CUCTEMbl M CHCTEMBbl 3allUTh
NEPCOHANBHBIX JAHHBIX.
OOpasoBarenbHasi opraHu3anusi, Kak oOiaaarenb MH(GOpPMAMU OrPaHMYCHHOTO IOCTYIIa,
IIPU OCYILLECTBICHUM CBOUX MpaB 00513aHO:
e coOmoaaTh MpaBa ¥ 3aKOHHBIE HHTEPEChl MHBIX JIHII,
® [PUHUMATH HEOOXOMMBIE MEPHI 0 3aLIUTE HH(OPMALINH;
e OrpaHWYMBATH JIOCTYNl K HWH(POpPMAlMU, €CIIM Takas OOS3aHHOCTh YCTaHOBJICHA
3aKoHoAarenbecTBoM Pocculickoit denepanuu.
B tom umcne OOpa3oBarenbHas OpraHu3alysi BIpaBe, €CIM HMHOE HE IPEeTyCMOTPEHO
3aKoHoAarenbecTBOM Poccutickoit denepanuu:
e paspelaTh WIK OrPaHUYMBATE TOCTYI K HH(GOPMALIUH, ONIPEEIIATh OPAA0K U YCIOBUS
TaKOro J10CTYIA;
® UCNOJB30BaTh HMH(POpPMAIMIO, B TOM YHCIE pACIPOCTPAHATH €€, IO CBOEMY
YCMOTPEHHIO;
e [nepefaBaTh MHGOPMALMIO JPYTUM JIMIAM Ha YCTAHOBJIEHHOM 3aKOHO/ATENIbCTBOM
Poccniickoit denepanuy OCHOBaHUY;
e 3aIIMIIaTh YCTAaHOBJIEHHBIMU 3aKOHOJaTeNbCTBOM Poccuiickoit denepannu cnocodamu
CBOU IIpaBa B Cllyyae HE3aKOHHOIO IMOJy4eHHUs MHPOPMALUU WIN €€ HE3aKOHHOIO
UCTIOJIb30BaHUS] HHBIMH JIUIAMH;
®  OCYILECTBJIATh UHbIE AEUCTBUS ¢ UH(OpMAIHEel WK pa3pelaTh OCYIIECTBICHUE TaKUX
JeHCTBUM, eclny 3TU ACUCTBUS HE MPOTHUBOpEYaT (efepajbHbIM 3aKOHaM M JPYTUM
HOPMATHBHO-IIPaBOBBIM akTaM Pocculickoin denepanuu.
3ammra HMHQOpPMAlMM  OTPAaHUYEHHOTO  JOCTYyNa MpeJCcTaBiseT co0oil  mpuHATHE
OpraHU3aIMOHHBIX U TEXHUYECKUX MEp, HAlpPaBJICHHBIX HA!
e coOmoseHne KOH(pUISHINATbHOCTH HH(pOpMAMK (MCKIIOUYEHUE HETPaBOMEPHOTO
JI0CTyIa, KOMMPOBAHUS, IPEAOCTABICHHS UM paclpoCTpaHeHus nHOpMaInn);
e olecrieueHue LEeI0CTHOCTH HHPOpMaIH (MCKII0YEHHE HEPAaBOMEPHOTO
YHUUTOKEHUS WM MOIUPUIIUPOBAHUS HHPOPMAIIH);
e peajM3alMIo MpaBa Ha JOCTYN K MH(GOpPMaluu (UCKIOYEHHE HENpaBOMEPHOTrO
Os0KMpoBaHUS MH(OpMAIUH).
CpencTBa 3ammThl HHQOPMAIIMK BHEAPSIFOTCS 110 Pe3yiIbTaTaM IPOBEICHUS OIIEHKA PHCKOB
MH(POPMALIMOHHOM 0€301MacHOCTH.
Opranu3anus 3alMThI HHPOPMALUH
[Ipu opranmszaumum B OOpa3zoBaTeabHON OpraHu3alMM 3aIlUThl WH(GOpPMALUHU, IOJKHBI
BBITIOJTHATRCST TpeboBanus DenepanbHoro 3akoHa oT 27.07.2006 Ne 149-d3 «O6 unpopmanuu,
UH(POPMALIMOHHBIX TEXHOJOTHAX M O 3alUTe MHPOPMALUN», KOTOPbIE PETYIHPYIOT OTHOIIEHUS,
CBsI3aHHBIC
C YCTaHOBJICHHEM, U3MEHEHHUEM U IMPEKpaIleHueM pexrMa 00paboTKH 3aluiaeMoil HHpopMaLuu.
B Tom umcne tpeboBaHus 0 3ammTe WH(POPMAIMK, HE COCTABISAIONIEH TOCYIapCTBEHHYIO TalHY,
coJepxkalieiics B TOCYJapCTBEHHbIX MH(OPMAIIMOHHBIX CHCTEMax YTBEp)KICHHbIE MPUKA30M
OCTIK Poccum ot 11.02.2013 Ne 17 «OO6 yrBepkIeHHH TpeOOBaHWN O 3amiuTe WHPOpPMAINH,
HE  COCTaBIISIOUICH  TOCYJapCTBEHHYIO  TaifHy, COJAepKallelcss B TOCYAapCTBEHHBIX
WH(POPMAIMOHHBIX CHUCTEMax» Ui TOCYIApCTBEHHBIX HH()OPMAIMOHHBIX CHCTEM IO KOTOPBIM
Ob6pa3zoBarenbHas opranuzaiys sisercst OnepaTopom.
B OOpazoBarenpHOil OpraHu3aliid MOMUMO pEATM3alli  OCHOBHBIX MeEp 3allUThI
UH(POPMALUUOCYILIECTBIISACTCS:
e peryjspHas OLIEHKAa M YIpaBI€HUE pHUCKaMM HH(POPMALMOHHON O0€30macHOCTH
B COOTBETCTBHMHU C YCTAHOBJIEHHBIMH NPOLIEAYPAaMU B 00J1aCTU YIIPABICHUS PUCKAMU;
e uHboOpMHpOBaHHE, OOy4YeHHE W  TIOBBIIICHHE  KBAJU(PHUKAIMKA  PaOOTHUKOB
Ob6pa3oBarenbHas opranu3aiys B chpepe HHPOpMaImoHHONW O€3011aCHOCTH;
e MeToauuYecKas MoMOIIb pabOTHHUKAM B BOIpPoOcax oOecredeHus HHPOPMAIIMOHHON
0€30I1aCHOCTH;



® aHaJIM3 U MOMCK BO3MOKHOCTEH MO MOBBIIIEHUIO YPOBHS 3aIMILIEHHOCTH HHPOPMALIHH.

Jns opranuzanuu 3amuTel vHGopmauu, Odpa3zoBaTenibHas OpraHu3alus BIpaBe MPUMEHSTh
CpPEeICTBA U METOJbl TEXHUYECKOW 3alluThl, MPEANPUHUMATH Jpyrue, HE MPOTHUBOpEUAIUE
3aKoHoAarenbCTBY Poccuiickon @enepannu, Mepsl.

B pamkax oOecrnieueHus 3aUThl HHPOPMAIIUH, B paMKax TPYIOBBIX OTHOIICHUH HEOOXOIMMO
03HAKOMUTH IOl POCHHUCHh PAOOTHUKOB, JOCTYI KOTOPBIX K MH(POPMAIIUN OTPAaHHUUYEHHOTO JOCTYIIA,
HEOOXO/UM JUTs BBITIOJHEHUS] MMU CBOMX JOJDKHOCTHBIX O0s3aHHOCTEH, ¢ mepeyHeM WH(popManuu
OTPaHUYEHHOr0 JOCTyIa, W NpUHATHIMA B OOpa3zoBaTeNbHON OpraHU3alUyd MepaMH 3allUTh
uHpOpMaLnH.

Oco0eHHOCTH 321U THI EPCOHAIBbHBIX JAHHBIX

[Ipu opranmzamum o0paboTku B OOpa3oBaTeNbHOM OpraHU3alUM TEPCOHANBHBIX JTAHHBIX
HE0OXOMMO PYKOBOJCTBOBaThcs TpeboBanusimu denepanpHoro 3akoHa oT 27.07.2006 Ne 152-D3
«O mepCOHANBHBIX TAHHBIX).

[lepeuenr Mep, BBIIOJIHEHHWE KOTOpBHIX obecreunBaer OOpa3oBaTenbHas OpraHu3alvs B
Ka4ecTBE Oreparopa NepCOHAIBHBIX TaHHBIX, JOJDKSH BKIIIOYATh:

e HazHaueHue B (OOpa3oBaTeNIbHONW OpraHU3allMd OTBETCTBEHHOI'O 3a OpraHU3alUIo
00paboTKH NepCOHANBHBIX JAHHBIX;

e pa3paboOTKy JIOKYMCHTOB, OINPEACISAIONUX TMpaBWiIa B OTHOHNICHUH OOpaOOTKH
NEePCOHANBHBIX JaHHBIX B OOpa3oBaTeNbHOW OpraHM3alWH, JOKAJbHBIX AaKTOB IIO
BOIpOcaM 00pabOTKH NMEPCOHATIBHBIX TaHHBIX;

® [IPUMEHEHHE OPTraHU3AIMOHHBIX M TEXHUYECKUX Mep M0 00ecneueHuo 0e30macHOCTH
NEPCOHANBHBIX JIaHHBIX B COOTBETCTBHM CO cTaTheil 19 demepanmpHOro 3akoHa OT
27.07.2006 Ne 152-03 «O nepcoHaIbHbIX TaHHBIXY;

e BHINOJIHEHWE TPEOOBaHMWIA 10 COCTaBYy U COJEPKAHWIO OPTraHW3alMOHHBIX U
TEXHUYECKUX MEp 1O OOECIIEYCHHI0 Oe30MacCHOCTH TEPCOHAIBHBIX JAaHHBIX TPH HX
00paboTke B MH(QOPMAIIMOHHBIX CHUCTEMax MEPCOHANBHBIX JAHHBIX YTBEPKIEHHBIX
[Mpukazom ®CTOK Poccuu ot 18.02.2013 Ne 21 «OO yTBepKIEHHH COCTaBa W
COJIepKaHUsl OPTaHU3ALMOHHBIX U TEXHUYECKHX Mep MO 00eCreyeHnI0 6e30MacHOCTH
NEPCOHAIbHBIX JaHHBIX MpU HUX 00paboTke B HMHPOPMAIMOHHBIX CHCTEMAax
MEPCOHANBHBIX JaHHBIX);

® OIICHKY Bpe/a, KOTOPBI MOKET OBITh MPUYMHEH CYOBEKTaM IMEePCOHATBHBIX JaHHBIX B
cnydae HapymeHuss denepanbHOoro 3akoHa Ne 152-@3, cooTHOIICHHWE YKa3aHHOTO
Bpela U MPUHMMAeMbIX OIEpaTopoM Mep, HaIpaBICHHbIX Ha obecredyeHue
BBITTOJTHEHUS 00513aHHOCTEH, MpeycMOTpeHHBIX DenepanbHbM 3akoHOM Ne 152-D3;

e o3HakomJeHHE paboTHUKOB (OOpa3oBaTeNbHONW OpraHM3allld, HENOCPEICTBEHHO
OCYLIECTBIISIIOIIMX ~ OOpabOTKYy  MEpPCOHAIBHBIX  JIAHHBIX, C  MOJOXECHUSIMHU
3aKoHoJaTenbcTBa Poccuiickoit deaepaiuu 0 MepCOHAIbHBIX JAaHHBIX, B TOM YHCIIE
TpeOOBaHUSMHU K 3alIUTE MEPCOHATHHBIX MAHHBIX, TOKYMEHTAMH, OMPEISISIFOIIMMHU
TpeboBanusi  OOpa3oBaTeIbHON  OpraHW3allMk B OTHONICHUH  OOpabOTKH
NEepCOHANTBHBIX JAaHHBIX 1 00y4eHHe, IPU HEOOXOIUMOCTH, YKa3aHHBIX pAOOTHHUKOB.

ObecneueHne 6€30MaCHOCTH NMEPCOHATBHBIX JAHHBIX JIOCTUTAETCS, B YACTHOCTH:

e OIpe/eieHNuEeM YIpo3 U HapyluTenae 0e30MacHOCTH MePCOHANBHBIX JaHHBIX MPU MX
00paboTke B MHMOOPMAITMOHHBIX CHCTEMax MEPCOHATBHBIX JIAHHBIX;

® OMpe/eICHWEM YPOBHS 3aIIWIICHHOCTH TEPCOHAIBHBIX JaHHBIX B COOTBETCTBUU C
tpeboBanusimu  [locranoBnenus IlpaButensctBa Poccuiickoit  denepanuu  oOT
01.11.2012 Ne 1119 «O6 yTBepxaeHUU TpeOOBaHUN K 3aLUTE NEPCOHATBHBIX JAHHBIX
pu UX 00paboTKe B MH(YOPMAITMOHHBIX CUCTEMAaX MEPCOHATBHBIX JTAaHHBIX);

® [PUMEHEHHEM MpPOIICJMIUX B YCTAaHOBJIEHHOM TMOpPSAKE TMPOLEAYPY OLECHKH
COOTBETCTBUS CPEJICTB 3AIIUTHI HH(OpMaIn;

® OlEHKON >QPEKTUBHOCTH MPUHUMAEMBIX MEp IO 3alIUTE NMEPCOHATBHBIX JaHHBIX 0
BBOJIa B OKCIUTyaTaIMI0 HH()OPMAIIMOHHON CHCTEMBI IIEPCOHATBLHBIX JAHHBIX;



® BOCCTAaHOBJICHHEM MNEPCOHAIIBHBIX JaHHBIX, BCJICACTBHEC IMOJIYYCHUA
HCCAHKIIMOHHUPOBAHHOI'O AOCTYIIAa K HUM;

® YCTAHOBJICHUCM IIpaBUJI AOCTYyIIa K II€PCOHAJIBHBIM JOaHHBIM, 06pa6aTBIBa€MBIM B
I/IH(i)OpMaHI/IOHHI)IX CUCTEMAX IIEPCOHAJIBHBIX JAaHHBIX, a TaKXe obecrieyeHreM
peructpaiu U y4dcTa BCCX I[ef/'ICTBI/II;'I, COBCpHIACMBIX C ICPCOHAJIBHBIMHU NJAHHBIMU B
I/IH(i)OpMaHI/IOHHI)IX CUCTEMAX MEPCOHATIBHBIX JAHHBIX;

® KOHTpPOJEM 3a MNpPpUHUMACMBIMU MCEpaMH 110 3alIUTC IMCPCOHABHBIX HOAHHBIX U
OIpECACIICHHOI'0 YPOBHA 3alIUIIICHHOCTH I/IH(bOpMaI_[I/IOHHBIX CUCTEMAX MECPCOHAIBHBIX
JaHHBIX B IIPOLCCCC €€ OKCITyaTalluu.

5 OCHOBHBIE TPEBOBAHUS K IPOUECCAM OBECIIEYEHMUS
NHO®OPMAIIMOHHOMU BE30ITACHOCTH

MeTtoanueckoe pyKOBOJACTBO, pa3pabOTKy pEHICHUH 10 3amuTe HHPOPMAIUH, COTJIACOBAHNE
BbIOOpA CPEJCTB BBIYMCIUTEIBHON TEXHUKH, MPOTPAMMHBIX U MPOTPAMMHO-ANNAPaTHBIX CPEACTB
3aUThl UH(GOPMAIMK, OPTaHU3aNKI0 PA0OT MO BBIABICHUIO BO3MOXHOCTEH M IPEIyMPEKIACHUIO
yTeUKH M CBOWCTB 3alliuiiaeMod uHQopmanuu, arTecTanui OOBEKTOB HHGPOpMATH3ALUU
OCYILECTBIISIIOT KOMIIETEHTHBIE CTPYKTYpPHBIE Topa3enenus OOpa30BaTeIbHOM OpraHu3aIig.

duznyeckas 0e30MaACHOCTH

[TpuHsATHIC OpraHU3alMOHHBIC U TEXHUYECKHE MEPHI 10 3aIuTe noMeniennii O0pa3zoBaTenbHOI
OpraHHu3aIyi, CEPBEPHOr0 U KOMMYTAIIMOHHOTO O0OpYIOBaHUS, aBTOMAaTU3WPOBAHHBIX pPabOUYMX
MeCT ToJb30BaTenell nHpopMaMOHHBIX cucteM OOpa3oBarenbHas OpraHU3alHs 00ECIIEYHBAIOT
peanu3anuo cIeayoumx Mep mo:

® pa3TpaHUYCHHIO JAOCTyIa pabOTHUKOB B momerneHus: OOpa3oBaTebHONW OpraHU3auu
BCOOTBETCTBUU C WX MOJHOMOUYHUSIMH U JIOJDKHOCTHBIMHU O0SI3aHHOCTSIMH;

e peructpanuu (pakToB BXoJa pabOTHUKOB B MIOMEIIEHHS B KOTOPBIX BeJeTcss 00paboTKa
MEPCOHANBHBIX TAaHHBIX;

e KOHTPOJUPYEMOMY TNpeObIBaHHIO MOCTOpPOHHMX Jul B  OOpa3oBarenbHOU
OpraHu3allil B TIOMELIEHHUsA, B KOTOPBIX BeleTcss o00paboTka HHPOpPMALUU
OTPaHUYEHHOTO JIOCTyIla W pa3MeIlleHbl armapaTHble cpencTBa HWH(GOPMAIMOHHON
CHCTEMBI;

e OpraHu3allMi pPEeKHUMa KOHTPOJIUPYEMOTO BHOCA/BBIHOCA CPEACTB 00pabOTKU
uH(pOpMaLIUH.

[Tomemmenust OGpa3oBaTeNbHON OpraHU3alMU JOJKHBI OBITH 000PYAOBaHbI IETEKTOPAMH OTHS
U JIbIMa, OTHETYIIMTEISIMH, CHCTEMaMH KOHJWIMOHHWPOBAHUS BO3[yXa, CPEACTBAMH OXpaHHO-
MOXKapHOW CUTHAJIM3AIHH.

OCHOBHOE CepBEepHOE M KOMMYTaIlMOHHOE oOopyaoBaHue OOpa3oBaTeNbHONW OpraHU3aAINH
JIOJDKHO OBITh 3alIMIEHO OT MepeboeB B MoJaue 3JIEKTPOIHEPTHH MYTEM MOJKIIOYEHUs K
DIIEKTPOCETH C TPHUMEHEHHEM HCTOYHHKOB OecrepeOOHOTO THTaHUS M PE3ePBHOTO JH3EIb-
rereparopa. Mcrounuku OecriepeOOWHOrO MHUTaHUS HEOOXOAMMO pETrYISIpHO TECTHPOBAaTh U
NIPOBEPATH YIIOJIHOMOYECHHBIM paboTHHKaM OOpa30BaTeNbHOW OpraHW3allMd B COOTBETCTBHH C
PEKOMEHIALUSIMU TTPOU3BOAUTEIIS.

[TopTaTuBHBIE TEXHUYECKHE CPEICTBA HE TOJDKHBI OCTABAThCSA 3a MPeesiaMi KOHTPOIUPYEMOi
30HbI OOpa3oBaTeNbHON OpraHu3anuu 0e3 KOHTPOJIL CO CTOPOHBI paboTHHKOB OOpa3oBaTeNbHOM
OpraHu3aIuHg.

Be3onacHocTh Ha paGoyeM mecTe

3anperiaercss BECTH 3alUCh Mapojeil B OTKPHITOM BUAE Ha MaTepUalIbHBIX HOCHUTENSX, 3a
UCKJTIOUEHHEM CIIy4aeB, PeriaMeHTUPOBAHHBIX METOJIOB XPaHEHHUS.

JIOKyMeHTBl M HOCHUTENIM ¢ HMH(OpMalueld OrpaHUYEHHOIO JIOCTyMa JOJKHBI yOuparbcs B
oreyarbiBaeMble MecTa (cedpl, mkapsl W T.1.), NOpH yxoxe ¢ pabouero wmecra. Ha
aBTOMaTU3UpOBaHHOM pabodyem mecte [lomp3oBarens pabodas ceccusi AOKHA OBITH MpepBaHa,
paboumii cron 3abnokupoBaH. Bxon mosibp3oBaTeNns B CUCTEMY HE JIOJDKEH BBIOJHATHCS
ABTOMAaTUYECKHU.

JIoKyMeHTBI, cosiepskaiiie HHPOpMAaIHIO OTPaHUYEHHOT0 0CTYIIA, TOJKHBI CPpa3y U3bIMAThCS
U3 TIeYaTaloNNX YCTPOUCTB. [y yTuan3anuu KoH()UIEHITUAIBHBIX JOKYMEHTOB, TOJKHBI



UCIIOJIb30BAaThCSl YHUUYTOXKHUTEIN JIOKYMEHTOB HE HHXe 4 YpPOBHS MO CTaHAAPTY OE€30MacHOCTH,
IPUMEHSIEMOMY K YHUUTOXXKUTEIIAM JOKYMEHTOB.

[lpy ucnonb30BaHMM MOOMIIBHBIX TEXHHYECKMX CpPEACTB HEo0X0oAuMo  coOiroaaTh
JIONIOJIHUTEIbHBIE MEphl 10 perjaMeHTalMM M KOHTPOJII0 HCIHOJb30BaHHA B HMH(OPMAIIOHHON
CHCTEME MOOUIIbHBIX TEXHUYECKUX CPEJICTB.

Haxoxxnenue mnpeacraBuTeneil IOpUANYECKUX JIUI[ B PAaMKax MCIOJHEHUs JOrOBOPHBIX
00513aTeNBCTB B IOMEIICHUSAX, B KOTOPBIX BeAeTcss 00paboTka MHPOPMALIUU OTPAHUYSHHOTO JOCTYTa
MH(POPMALIMOHHOM CHCTEMBI, BO3MOKHO TOJBKO B COIPOBOXKIEHUU paboTHHKa OOpa3oBaTesibHON
OpraHu3aly JOMYIIEHHOTO 10 00paboTKH Takoi HH(pOpMAIHH.

Pa3zmMerienne TeXHUYECKUX CPEJICTB BbIBOJA MH(popMalMu B nomemeHusx O0pa3oBaTenbHON
OpraHu3allii TPOU3BOAUTCS C YUYETOM MCKIIOYCHHS BO3MOXKHOCTH BH3YaJIbHOTO IPOCMOTPA
MHGOpPMALUU [OCTOPOHHUMH JIMLIAMH M pabOOTHHKaMM, HE JONYLUIEHHbIM K paboTe ¢ JaHHOM
uH(popManuei.

TexHuueckue cpecTBa JOMKHbI Pa3MELIAThCsl U XPAHUTHCS TAKMM 00pa3oM, YTOOBI COKPATUTh
BO3MOXKHBIN PUCK MIOBPEXICHUS M YTPO3bl HECAaHKIIHOHUPOBAHHOTO JOCTYTIA.

Texnu4veckoe 00caykuBaHue 000py10BAHNS

Texuuueckue cpeacrsa OOpa3oBaTeNbHONW OpraHU3alMy JTOJKHBI IPOXOJUTh Ha PErYISpHON
OCHOBE CEpBHCHOE OOCIYy)XMBaHHE B COOTBETCTBUHM C PEKOMEHIALUSAMHU MPOU3BOJUTEICH
000pyT0BaHUs.

PeMOHT u cepBUCHOe OOCITy)XMBaHUE OOOpPYIOBaHMS JIOJDKHBI BBIIOJIHATHECA TOJIBKO
KBaJTHM(UIUPOBAHHBIMH CIIEIUAITACTAMH.

TexHuueckoe o0cIyXUBaHHE O00OpPYIOBaHHUS CTOPOHHHUMH OpIaHU3aLMAMHM HE JIOJKHO
IIPUBOJIUTH K PUCKY HapyIIEHHUs KOH(UICHIIMATHHOCTH 3alIUIaeMON HH()OpMAIHH.

B3auMogeiicTBHe ¢ TPETBbUMHU JHLIIAMH

B nensax obecnieuenust nuHpopManmoHHoi 0ezonacHoctu OOpa3oBarenbHasi OpraHu3alus npu
B3aUMOJICHICTBUHU C TPETBUMHU JIUIIAMU JOJKHO BBIITOJHATH CJIEYIOIUE MEPOIIPUATHS T10:

e 3aKJIIOYEHMIO COTJIALIEHMs O HepasrilallleHud MHQOpMAaIK OrpaHUYEHHOTO J0CTYIIa,
MOJIyYEHHOM B X0/J1€ UCIIOJHEHUSI TOTOBOPHBIX 0053aTEIbCTB;

®  OCYILECTBJICHUIO KOHTPOJIS 32 ACHCTBUSAMU MIPEICTaBUTENEeH KOHTPAreHTOB B Mpeaesax
KOHTpOJMpyeMoii 30HbI OOpa30BaTeNbHOM OpraHu3aluy.

YrnpasieHue ;KU3HEHHBIM IMKJI0M HHGOPMAIIMOHHBIX CHCTEM

MepomnpusTas B IpoLecce )XKU3HEHHOTO IUKIIa HH(OPMAIIMOHHBIX crcTeM OOpa3zoBaTeabHON
OpraHu3alii JOJDKHBI OBITH HAIpaBieHbl Ha oOecrieyeHHe 3alluThl MH(OpMAaIMK NpU BBOJE B
JeiicTBHE, SKCIUTyaTalluy, COPOBOXKIEHUU U MOJIEPHU3AIINHN, BBIBOA U3 AKCILIyaTaIlH.

OcHoBaHMeM IIpH pa3paboOTKe HHPOPMALMOHHBIX CHCTEM JIOJKHBI SIBIISTHCS PpEIICHUS
NPUHATBIE HAa cTaauu (opmupoBaHUs TpeOOBaHUM, cojeprkaiiue TpeOOBaHHS B TOM YHCIE IO
CHCTEME 3alUThl HH()OPMAIHH.

Jlro6oe mranupyeMoe K BHEAPEHUIO H3MEHEeHE HHPOPMAITMOHHON CHUCTEMBI PEABAPUTEIHHO
JOJDKHO ~ OBITh  MPOAHATM3UPOBAHO HAa  COBMECTUMOCTb M OTCYTCTBHE  HapyIICHUH
paboTOCIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJI€ CPEJICTB 3allUThl HH()OPMALIUH.

PaGoTel mo MonepHM3aUMU HH(YOPMAIIMOHHOW CHCTEMBI, B TOM YHCJIE IO YCTaHOBKE
IPOTPAMMHOTO 0OecTieueHusI U OOHOBJICHUH, JTIOJDKHBI TIPOBOJUTHCS B HEpaOodee BpeMsl HITH BpEeMs
HauMEHbIIeH pabodei Harpy3Ku.

[lpr BBIBOAE W3 OKCIUTyaTallil HWH()OPMAIMOHHBIX CHCTEM JOJDKHO O00eCTeunBaThCS
rapaHTHUPOBAaHHOE yJaJleHne 00pabaThIiBae€MOM U XpaHUMOM B HUX HHPOPMALIMHU C HCIIOJIb30BaHUEM
CPEACTB I'apaHTUPOBAHHOIO YHUUYTOXKEHHsI MHPOPMALUU WIM MyTeM (PU3NYECKOr0 YHUUTOXKEHUS
HocuTeneil nHpopmarum.

Bce mponeaypsr obecnieueHust 3amuThl HHGOpPMAIMU, ycTaHOBICHHBIE B OOpa3oBaTeIbHOM
OpraHu3aliy B OTHOIIEHUH HH(POPMALMOHHBIX CUCTEM, JOJKHBI BHIIOIHATHCS M KOHTPOJIMPOBATHCS
OTBETCTBEHHBIMHU JIMLIAMH 32 OPraHU3aLUI0 PA0OOT MO 3aIIUTE HHYOPMALIHH.

KoHTpoJib 1ocTyna K HH(PpOPMALHOHHBIM CHCTEMaM



Bce paGornukm  OOpa3oBarenbHOl — opraHM3anuu, JOMyIIEHHble K  pabore ¢
MHQOPMALIMOHHBIMU ~ CHCTEMaMHM HECYT IepCOHAJbHYI0 OTBETCTBEHHOCTh 3a HapyLICHHS
YCTAHOBJICHHOT'O TOPSI/IKa 00paObOTKU HHPOPMAITUH.

YpoBeHb NOJHOMOYHMI TONB30BaTeNs B WHGOPMANMOHHON cuctemMe OOpa3zoBaTenbHON
OpraHu3aliK JOJDKEH OMPEIENATHCS B COOTBETCTBUH C €0 TOJKHOCTHBIMU 00S3aHHOCTSIMH.

Joctyn mnosb3oBaTteneil k MHPOpMALMOHHBIM cucTemMaM (OOpa3oBaTeabHOM OpraHU3aluu
JIOJDKEH KOHTPOJIMPOBATHCS aIMHUHHUCTPATOPOM MHPOPMALIMOHHON CUCTEMBI.

Ocy1ecTBieHHE PErysipHOrO KOHTPOJIS BBIIIOJIHEHUS OPTraHU3aLMOHHO-PACIIOPSIUTEIbHBIX
JOKYMEHTOB, KacCaloLIUXCsl PErJIaMEHTaluH JIOIycKa paboTHHKOB OOpazoBaTeIbHON OpraHU3aIiH
KMH()OPMaIMOHHBIM CUCTEMAM.

HNpentndukanus u ayreHTHGUKALUSA

JocTtyn nosnb3oBareneidl K MHQOPMALMOHHBIM CHCTEMaM JIOJKEH IPEJOCTaBISAThCA TOJIBKO
MI0CJIE YCIIEIIHOTO 3aBEepPIICHUS HICHTH(PUKALINY, ayTeHTHU(DUKAIHH.

[TonydyeHue mnonb3oBaTeieM HMMEHHM B HH(MOPMAIMOHHOM CHCTEME W Tapojs, KOTOpble
o0ecreunBaroT 10CTYI K HH(POPMALIMOHHONW CUCTEME, TOJIKHO OCYLIECTBIIATHCA 110 MPECTABICHUIO
PYKOBOIUTEIS CTPYKTYPHOT'O MOAPA3AEICHUS.

Yupasienue 10cTynom

B Oo0pa3oBarenbHOil OpraHu3aluy JIOJDKHO OCYLIECTBIATBCA YIPaBJIEHUE JIOCTYIIOM K
MH(OPMALIMOHHON CUCTEME IOCPEICTBOM pEaM3allud HEOOXOJUMBIX METOJOB, TUIIOB U IpaBUII
pasrpaHMyYeHMs JIOCTyNla IOJb30BaTeNIIM  HMHPOPMALMOHHOM cucteMbl OOpa3zoBaTeabHON
opranuzaii. B Tom uncne oOecrieueH 3alUIEHHBIN yIAICHHBIA JOCTYN CyOBEKTOB JIOCTYyIa K
00BEeKTaM JAOCTYyIa Yyepe3 BHEIIHUE MH(POPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHbBIE CETH.

Be3onacHocTs npu padorte ¢ HocuTeasiMU MHGOPMaLUK

PabotHuku OOpa3oBaTesbHOM OpraHu3alMy JOJDKHBI HMCIIOJIB30BaTh TOJBKO YYTEHHBIE
ChEMHBIE MAIIIMHHBIE HOCUTENU HH(DOPMAILIUU /17151 BHITOJHEHUS CBOUX JOJKHOCTHBIX 00513aHHOCTEH.
Hcnonb30BaHue CheMHBIX MAIIMHHBIX HOcuTeneil nHpopmanuu B OOpa3oBaTeNbHONW OpraHU3aliu
BUHBIX II€JIIX CTPOTO 3alperieHo.

CpemMHbIe MallIMHHBIE HOCUTENN MH()OPMAIIUK TOJIKHBI XPAHUTCS B ONleYaThIBaeMbIX HIKadax,
B IIOMEIIEHUSIX B KOTOPBIX IPEeTycMOTpeHa 00padoTKa HHPOPMAIIMK OrPaHUYEHHOTO I0CTYIA.

B cnyuae kpaku Win MOTepu ChbeMHOTO MAIIMHHOTO HOCUTENs MH(OpMAIMK, a TaKkKe WHBIX
MHIUJICHTOB, KOTOpPbIE MOTYT MpPHUBECTH K HapyIIEHHIO CBOICTB MH(pOpMalMU OTPaHUYEHHOTO
JIOCTYTIA, AOJKHBI TIPOBOAUTHCS MEPOIIPUATHS 110 PACCIEAOBAHNUIO TAKMX UHIUIEHTOB.

[Tpu BBIBOAE M3 BKCIUIyaTallUd ChEMHOTO MAlIMHHOI'O HOCHUTENS MH(POpPMaIUH, BCE JTaHHBIE,
XpaHsIIMecs: Ha HeM, JOJDKHBI ObITh yJalleHbl ONpeesIeHHON KOMHUCCHEH M3 4Hciaa pabOTHUKOB,
CPEJICTBOM rapaHTUPOBAHHOTO YHUUYTOXKEHUSI HHPOPMAIUH.

@aKkT yHUYTOXKEHUS HH(POPMAIIMM HA CHEMHOM MAIIMHHOM HOCHTEeNe HH(pOpMaLuu
¢ukcupyercss B akTe 00 YHUYTOXKEHHUH HHGPOpPMAIMUM CO CHEMHOIO MAaIIMHHOTO HOCHUTEINS
uHpOpMaLIUH.

Perucrpanust co0bITH

B OOpazoBaTtenbHOl OpraHu3alii JOJDKHA OCYHIECTBIATHCS PErucTpaluy  COOBITHIMA
0€30MaCHOCTH Ha BCeX KOMIIOHEHTaX MH(pOpMaMOHHBIX cucteM OOpa3oBaTenbHOI OpraHu3anuy, B
KOTOpBIX oOpabaTkiBaeTcs 3amuiiaeMas naHdopmanus.

AHTHBHPYCHAsI 321UTA

B menax oOHapykeHUs M yCTpaHEHHMsS BpEIOHOCHBIX MporpaMMm B OOpa3oBaTenbHOM
OpraHu3alK JOJDKHBI UCTIOIb30BATHCS CPEICTBA AHTUBUPYCHOM 3aIIUTHI HH(POPMAIIHH.

OO0s3aTenbHOMY KOHTPOJIIO CPEICTBOM AaHTUBUPYCHOM 3allMThl MH(OpPMALMM JOJDKHA
nojuiexarb J00as uHpopMmanus (TEKCTOBble Qaitnbl JTI00bIX (popmaToB, (ailbl JaHHBIX,
UCTONHAeMble (ailnbl), IHodydaeMass M IepeaBaeMas IO JIOKaJIbHOH BBIYMCIMTENBHON CceTH
B TOM YHUCIIE W CETSIM OOIIEro MoJjb30BaHUA, a Takke HH(pOpMAIMs, XpaHUMas Ha ChEMHBIX
MAaIlIMHHBIX HOCUTEJIAX UH()OpMAIUH.



[Tpu ycTanoBKe IpOrpaMMHOro o0ecrieyeHus Ui ero OOHOBJICHUS Ha CEBEPHOE 000PYI0BaHUE
JIOJDKHA aBTOMATHUYECKH BBINOJIHATHCA IMpPEABAPUTEIbHAS IPOBEpKAa JAHHOI'O IPOrpaMMHOI0O
o0ecrieyeHns Ha OTCYTCTBHE BPEIOHOCHOTO IIPOTPAMMHOTO 00€CTICUCHUSI.

OOHoBieHue 0a3 CUTHATYp JUIS CPEICTBA AHTUBUPYCHOM 3aIMTHl MH(POPMALUHU JIOJKHBI
OOHOBJIATHCS €KEAHEBHO.

[Tons3oBarenu 6e3 npaB aJIMUHUCTpATOpPa UH(POPMALIMOHHOM CHCTEMBI
OOpa3oBarenbHasi oOpraHu3aluss HE JODKHBI HMETh BO3MOXKHOCTH IIOJYYEHMS JOCTyla K
KOH(Urypauuyu aHTUBUPYCHOI'O CPEACTBA 3AILUTHI WM €r0 OTKIIOUEHHS.

KoHTpoJ1b 3211 11IeHHOCTH IIepCOHATBHBIX JAHHBIX

B nensx uckitoueHMs SKCIUTyaTallMM YA3BUMOCTEH IPOrpaMMHOrO OOECIEUYEHUs JIOJIKHbI
NPOBOIUTCS pabOTHl IO BBIABICHHUIO, AaHAJIU3y YA3BUMOCTEH HMH(POPMAIIMOHHONW CHCTEMBI
U OIIepaTHUBHOE YCTPaHEHUE BHOBb BBIBICHHBIX yA3BUMOCTEN. B ToM uncie opranusarysi KOHTpOJIs
YCTaHOBKHM OOHOBJICHHS IPOTPaMMHOI0 00€CII€YeHHsI BKJIIOYask CPECTB 3alIUThl HHPOPMALUK.

Hcnoab3oBanne NporpaMMHOro odecnedeHust

Breibop mporpammuoro oOecmeyeHHs Uil TPOU3BOACTBEHHBIX HYXI OOpa3zoBaTeabHOMI
OpraHu3aly JIOJDKEH MPOU3BOAUTHCS B IMPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOTO B EnnHbIi
peecTp pOCCUMCKUX IPOrpaMM JUIsl EKTPOHHBIX BHIUUCIUTENBHBIX MaIlIMH U 0a3 JaHHBIX. B ciiyuae
OTCYTCTBUS aHaslora B EnnHOM peecTpe pocCUHCKUX MPOrpamMM JJIs 3JIEKTPOHHBIX BBIYMCIUTEIBHBIX
MaIuH
1 0a3 TaHHBIX JOITYCKAETCs UCII0JIb30BATh IPOrPaMMHOI0 00eCTIeYeHNE UMIIOPTHOTO POU3BO/ICTBA.

Hcnonb3oBanue cpeacTs KPUNTOrpagu4eckoi 3amuThl HH(GpOpManuu

Obecneuenue 3aUThl UHGOPMALIMK OTPAHUYEHHOTO AOCTYIA OT PacKpbITHUs, MOAU(UKALUN
U HaBs3bIBaHMA (BBOJAA JIOKHOW HMH(OpPManuH) HpH ee mepenavye (MOATOTOBKE K Iepenaue)
[0 KaHajaM CBSI3M, HMMEIOLIMM BBIXOJ] 3a MpeJesibl KOHTPOJIMPYEMON 30HBI 0obOecreunBaeTcs
MPUMEHEHHUEM CPEJICTB KpUNTOrpaduyecKoi 3auThl HHHOPMALINH.

[TpuoOperenue cpenctB kpunrtorpapuyeckoil 3amutsl HHpopManun OOpa3zoBaTeabHON
OpraHM3ali OCYIIECTBIIIETCS HAa OCHOBAHUHU JIOTOBOPOB U KOHTPAKTOB C JIMIIAMHU HMEIOLIMMHU
neiictyromyo nunensuro @Cb Poccun Ha ocyiiecTBieHHE ESITEIbHOCTH 10 pa3paboTKe,
IIPOU3BO/ICTBY, pacIpoCTPaHEHHIO P POBATIBHBIX (kpunrorpadpuyecKux) CPEICTB,
UH(POPMALIMOHHBIX CUCTEM
U TEIEKOMMYHHMKAIIMOHHBIX CHCTEM, 3allMLIEHHBIX C HCHOJb30BaHUEM MIM(PPOBATIBHBIX
(kpunTorpaMUecKux) CpesCTB, BBHIIOJHEHHIO pabOT, OKAa3aHUIO yCIyr B obOjacTu HmMQpoBaHUs
uH(pOpMallMK, TEXHUYECKOMY OOCIY)KMBAaHHUIO MHU(POBANBHBIX (KpUNTOrpaduUyecKrX) CpPeaCTB,
UH(POPMALIMOHHBIX CHUCTEM U TEJIEKOMMYHHMKAIIMOHHBIX CHCTEM, 3aIIMIIEHHBIX C MCIIOIb30BaHUEM
mUPpoBaIbHBIX (KpUNTOrpaUyecKux) CpPeACTB (32 HCKIIOUYEHHWEM Ccilydyas, €ClIM TEeXHHYECKOe
oOciy>)xuBaHue MHUQPPOBAIBHBIX (KPUNTOrpauYecKux) CpelrcTB, HHGOPMAIMOHHBIX CHUCTEM
U TEIEKOMMYHUKAIMOHHBIX CHCTEM, 3allMLIIEHHBIX C HCHOJb30BaHUEM MIM(POBATIBHBIX
(kpunTorpaMUecKux) CpEACTB, OCYIIECTBIAETCS JUId oOOECleYeHHUss COOCTBEHHBIX HYX]
IOPUAMYECKOTO JIMLA WX HHAUBUAYAIBHOTO IPEIIPUHUMATEIS).

B nensx opranuzanmuu u oOecriedeHMM TNepeqadyd HHQPOpMAlMM IO KaHajlaM CBS3U
C HCIOJBb30BaHUEM CPEACTB KpUITOrpaduueckoil 3amuTsl MHGOPMAIMM, a TaKKe BBITOJHEHHS
nutieH3noHHBIX TpeboBannii ®Ch Poccun B OOpazoBaTenbHON OpraHU3aluy JOKEH ObITh CO3/IaH
Opras Kpunrorpaduyeckoi 3aiuThl.

[Topranbuble pemenus OOpa3oBaTeNbHON OPraHU3ALMK C BO3MOXKHOCTBIO JIOCTYIA C ceTeit
OO0IIero IMOJIb30BaHMs JIOJDKHBI B NPHOPUTETE pa3padaThIBaTbCs C OpPraHU3allMel 3allUIIeHHOTO
KaHaJia mocpenctsoM mpotokotia TLS ¢ momnepskkoit anropurmoB ['OCT 34.10.

Hcnosb30Banue 3JIEKTPOHHOM MOYTHI

DJNIeKTpOHHAs T0oYTa JIOJDKHA MCIOJIb30BaThess B OOpa3oBaTeNbHONW OpPTraHHW3allid C IENbI0
OpraHu3any OOMEHa »JJIEKTPOHHBIMHU COOOLICHUSIMH MEXAYy paOOTHHUKAaMH M CyOBEKTaMH
nH(pOpMaIMOHHON 06€30MMaCHOCTH.

IIpu uCcOIB30BaHUM DJIEKTPOHHOM ITOYTHI 3aIIPELIACTCs:

e oOMeH wuH(pOpMaNMEH I CIYKEOHOTO TOJB30BaHUSA, a TaKke WHPOpMaIe
OTPaHUYEHHOTO JJOCTYIA;



® [IPEJOCTaBJIIEHUE JOCTYIA K BJIEKTPOHHOM MOYTE C MCIOJIb30BAaHHEM JAHHBIX CBOEH
YYETHOH 3alHCH TPETHHM JIMLIAM;

e nyOuMKanus CBOEro CIy)XeOHOro ajpeca 3JEKTPOHHOM MOYTHI B 3JIEKTPOHHBIX
KaTaJlorax, Ha IOMCKOBBIX MAIllMHAX U JPYTrUX pecypcax ceTu MHTepHeT B Lelnsx, He
CBSI3aHHBIX C UCIIOJIHEHUEM CBOUX JIOJDKHOCTHBIX O0sI3aHHOCTEH;

® [IOJIKMCKA MO 3JIEKTPOHHON MOYTE€ Ha pa3jiMyHble PEKJIaMHbIE MaTepUajbl, JIUCTHI
pacChUIKU, OSJEKTPOHHBIE JKypHaJbI M T.JA., HE CBS3aHHBIC C BBIOJHECHHEM
II0JIb30BATENEM JOJKHOCTHBIX 00S3aHHOCTEH;

® OTKpHITHE (3aIlyCK Ha BBIOJHEHNE) (PAKIOB, MOIYYEHHBIX 110 3JIEKTPOHHON OYTE WIH
u3 pecypcoB cetd VHTepHeT, 6e3 IpeaBapUTEIbHON MPOBEPKH UX AHTUBHUPYCHBIM
IPOrpaMMHBIM 00€CIIEYEHHEM.

Pabora B cersix 00111€r0 1M0JIb30BaAHUA

OOpa3oBarenbHasi OpraHu3alus OCTaBJseT 3a cOOON MpaBo OJOKMPOBATH WM OTPaHUYUBATH
JOCTYI paOOTHHUKAM K CETSIM CBSA3H OOIIEro M0JIb30BaHus, B TOM yMcie ceTu MIHTepHeT, cofepkanue
KOTOPBIX HE HWMEET OTHOIICHUS K WCHOJIHEHUIO OJDKHOCTHBIX OOS3aHHOCTEH, a Takke K
UHPOPMALIMOHHBIM ~ pecypcaM, COJAEp)KaHHMEe M HANpPaBICHHOCTh  KOTOPBIX  3aIlpeleHbI
3aKoHoAarenbCcTBOM Pocculickoit denepanuu.

Nudopmanus o mnocemaeMmbix paboTHukamu OOpa3oBaTeNnbHON OpraHu3aluy  U3anus
MH(OPMALIMOHHBIX ~ PECYpPCOB  IMPOTOKOIMPYETCA JUIsl  MOCIENYIOIIEro aHaiau3a M, IpHU
HEOOXO/IMMOCTH, MOXKET ObITh IpE/ICTaBlIeHAa PYKOBOAMUTENSAM CTPYKTYPHBIX IOJpa3/ieieHui, a
TaKke pykoBoauTento O0pa3zoBaTeIbHON OpraHu3aluu AJii KOHTPOJISL.

[Tpu ucnons3oBanuu cetu MHTEpHET 3anperieHo:

® CIIONIb30BaTh IpeAocTaBieHHbII OOpa3oBaTEbHON OpraHu3aluu JOCTYIl B CETh
WHTEpHEeT B INYHBIX IEIAX;

® UCMOJb30BATh HECAHKIMOHUPOBAHHbIE NPOTpaMMHBIE M MPOTrPAMMHO-aNIapaTHbIE
Cpe/CTBA, MO3BOJISIONINE TOTYIUTh HECAHKITMOHUPOBAHHBIHN JJOCTYN K ceTn VIHTepHeT;

e 1yOJMKOBaTh, 3arpykaTb M  PAaCOPOCTPaHATh  MaTepHalbl,  COJAEpIKallue
HEIOCTOBEpHYI0 HMH(popManuioo o OOpa3oBaTelbHONM OpraHu3aluM, a Takke
danscudunmponats cBoii IP-agpec.

Pe3epBHOe KONMpPOBaHUE U BOCCTAHOBJIEHHE TAHHBIX

Ocy1iecTBiI€HNE PE3EPBHOTO KOMMPOBAHMUSI I0JIKHO OCYIIIECTBIISATHCS JIISL:

e uHpopmanuu, oOpabareiBaeMoil Ha (aijIoBOM cepBepe M cepBepe NPHIOKEHHH,
UH(POPMALIMOHHOM CHCTEMBI,

e paboynx MECT aIMUHUCTPATOPOB UHPOPMAIIIOHHOMN CHCTEMBI.

YacToTa W pEXHM PE3EPBHOTO KOMUPOBAHMS YCTAHABIMBAIOTCS TaKUM 00pa3oM, YTOOBI
o0ecrneynTh MUHUMAJIbHYIO TIOTEPIO JJAHHBIX M ONEPaTUBHOE BOCCTAHOBIICHHE.

HacTtpoiika pe3epBHOro KOIMPOBAHUS U BOCCTAHOBJICHHS PECYPCOB HH(POPMAIIHOHHBIX CUCTEM
OOpa3zoBarenbHOl ~ OpraHM3allMd  JOJDKHBl  NPOBOJAWUTH  YIOJHOMOYEHHBbIE  PAOOTHUKHU
OO6pa3oBarenbHON OpraHU3aIiHy.

PezepBHOEe KONHMpOBaHHWE JIOJDKHO  OCYIIECTBIATBCS B~ aBTOMATHYECKOM  pPEXHME
C TPUMEHEHHEM OTEUYECTBEHHOTO CIEIMAM3UPOBAHHOTO CpEICTBA PE3EPBHOTO KOIHUPOBAHHS
C JEHCTBYIOUIMM CepPTU(UKATOM COOTBETCTBHA IO TpeOOBaHMAM OE€30MaCHOCTH HH(OpMAIUH
OCTOIK Poccnn.

6 OCHOBHBIE TPEBOBAHUS K TIPOLUECCAM YIIPABJIEHUS
WH®OPMAIIMOHHOHN BE3OIMACHOCTBIO

MoHuTOpHHT HHGOPMALMOHHOI 0€30I1ACHOCTH

Ha mocrostHHOM OCHOBE ITOJMKEH MPOBOAMTHCS KOMIUIEKCHBIA aHaiu3 (yHKIHOHUPOBAHUS
nHpopmanmoHHo cuctemMbl OOpa3oBaTeIbHON OpPraHW3allid W BO3HHUKAIOIIMX  COOBITHH
UH(POPMALIMOHHOM 0€30MacHOCTH.



[Iporiecc MOHHMTOpPHHra CHCTEMBI OobOecredeHUs MH(POPMALMOHHOM 0€30MacHOCTH JOJKEH
BKJIKOYATh B €051 KOHTPOJIb OPIraHU3ALMOHHBIX U TEXHUYECKUX MEp 110 3aluTe HHPOpPMaLUK, aHATIU3
napamMeTpoB KOH(GUTypaIlH U HACTPOHKHU CPENICTB 3alIUTHI HH(POPMALIUH.

IIpn npoBeneHNN KOHTPOJBHBIX MEPONPHUATHM, CBA3AHHBIX C OLICHKOW pealM3aluyd Mep IO
3amre uHpopMmanuu B OOpa3oBaTeNbHONW OpPraHU3aAIMH, YIOJTHOMOYEHHBIE PAOOTHHKH JOJDKHBI
HPUIEPKUBATHCS CISAYIOIINX IPHHLIUIIOB:

e He HapymaTh PYHKIMOHUpPOBaHHE AedaTenbHOCTH OOpa30BaTeIbHON OpraHn3aluy;

e JelicTBOBATh B COOTBETCTBUU c YTBEPKICHHBIMU OpraHU3alMOHHO-
pacropsauTeNnbHbBIMU  ToKyMeHTaMu (OOpa3oBaTeNbHOW OpraHM3alUuU 10  3aluTe
uHpOpMaLnu;

® HE CKpBIBAaTh (PaKTHI BHISBJICHHBIX COOBITHI HHPOPMALMOHHOM 0€30I1aCHOCTH;

e O0(QOpMIIATH OTYETHI, MOATBEPXKIAIOIINE BBIIOJIHEHUE MEPONPUATHH MO 3aluTe
uHpopmanuu.

Wudopmarus, momydeHHas B X0/1€ MPOBEACHUS KOHTPOIUPYIOIIUX MEPOTIPUITHN O ACHCTBUSX,
COOBITUSIX M IapaMeTpax, MUMEIOIIMX OTHOIIEHHE K peaau3aluy Mep MO 3aluTe HHPOpMaluy,
JOJDKHA ~ KOHCOJUAMPOBATbCSI M XPAaHUThCA B~ MECTax, HUCKIIOYAIOIIMUX  IOJIydeHUe
K HEll HeCaHKIIMOHMPOBAHHOTO I0CTYIIA.

MOHUTOPHHT JaHHBIX O 3apPETHCTPHUPOBAHHBIX COOBITHSAX MH(POPMALMOHHON 0€30macHOCTH
JIOJDKEH MPOBOJUTHCS, IO BO3MOXKHOCTH, C UCIIOJIb30BAHUEM CHUCTEMbl MOHUTOPHUHIA MHIUIEHTOB
UH(POPMALIMOHHON 0€30IaCHOCTH WJIM BCTPOCHHBIX MEXAaHHW3MOB HACTPOWKH M ayauTa COOBITHI
B NPOTrPaMMHBIX M HIPOrpaMMHO-ANNapaTHBIX CPEACTBAX, HCIOIb3yeMbIX B HH(GOPMalMOHHOM
uH(ppactpykType OOpa3zoBaTesIbHON OpraHU3alNu.

YupasiieHue puckamu

Omnpenenenre BHYTPEHHUX TPeOOBaHUI MO 3amuTe HHGPOPMAIMH, JTOJKHBI OCHOBBIBATHCA
Ha pe3y/ibTaTax MPOBEJICHMS aHajIM3a PUCKOB HAPYIIEHUS OCHOBHBIX CBOWCTB 0€30MAaCHOCTH IS
nH(pOpMalMOHHBIX pecypcoB OOpa3oBaTeNbHON OpraHu3aluu.

OCHOBOI1 OLIEHKH PUCKOB JIOJKHA OBITH OLIEHKA YCIOBHM U (DaKTOPOB, KOTOPbIE MOTYT CTaTh
NPUYUHON HapyILIEHUS [IeIOCTHOCTH, KOHPUACHIMAIBHOCTH U JJOCTYITHOCTH JJIs1 MH(OPMALIMOHHBIX
pecypcoB OGpazoBaTenbHasi OpraHu3alus.

PesynbTatom mpoBeneHus aHamu3a PUCKOB JIOJKEH OBITH pa3pabOTaHHBIN KOMIUIEKC Mep,
HaIPaBJICHHBIX Ha CHIKEHUE BO3MOJKHOTO HETATUBHOTO BIIMSHMS HAa OCHOBHYIO IESTEIBHOCTD
OO0pazoBaTenbHas OpraHu3alys Ipy pealu3aui TOM Wik HHOW yrpo3bl 0€30MacHOCTH UHPOpMAaIUH
U o0ecreunBaloOUIMX B JalbHEHIIEM JOCTaTOYHBIH YPOBEHb 3aIIMIIEHHOCTH HH()OPMAIIMOHHBIX
cucrem O6pa3oBarenbHasi OpraHu3alys.

YupasiieHne HHIUACHTAMH HHPOPMALMOHHOI 0€301aCHOCTH

st obecrieuenuns 3pPEKTUBHOTO pa3pelieHUs HHIIICHTOB HHPOPMAIIMOHHOM 6€30macHOCTH
B OOpa3oBaTenbHONW OpraHu3alii, MUHUMHU3AIMU TOTEPh M YMEHBIIEHUS PUCKa BO3HUKHOBEHUS
MOBTOPHBIX HMHIUICHTOB JOJDKHO OCYHIECTBIISATHCS YIpaBJICHHWE MHIIMIECHTAaMU MH()OpPMaIlMOHHON
0€30IaCHOCTH.

Jns ynpaBieHus HMHUMIEHTaMH WHGOPMAIMOHHON 0€30MacHOCTH JOJKHA OBITH CO3/laHa
ciry>k0a MOHMTOPUHTA M pearupoBaHMs Ha MHUUACHTHl MHPOPMALMOHHOW 0E€30MaCHOCTH, KOTOpast
MOCPEACTBOM KOMIUIEKCA CPEICTB M MEPONpHUATHH I cOopa M KOHCOMMAAUUU HHGPOpMauu
00 MHIUAEHTAX pellaeT JaHHYI0 3a]ady. B OTHOLIEHMHM KaXJOro MPOM3OMIEIIEr0 MHIUACHTA
pabOTHMKAaMU M3 CIYXObl MOHUTOPUHIA M pEarupoBaHHs Ha HWHIUACHTHl HH(OPMALMOHHON
0€301aCHOCTH JIOJKEH BBIMOIHATHCS €ro aHallu3, U pa3padboTka 3(h(HEeKTUBHBIX MEp pearupoBaHUs
Ha JaHHbII HHIUJIEHT.

AyauT cucremMbl o0ecniedeHusi MHPOPMAITMOHHOI 0€30IaACHOCTH

B mensx omeHkw Tekymiero ypoBHs HHGOpMaMoHHONW Oe3omacHocTH (OOpa3oBaTeIbHOM
OpraHu3alil Ha PEryJspHOM OCHOBE JIOJDKEH MPOBOAUTHCS ayAuT HUHPOPMALUOHHOM
0e30macHOCTH. BHyTpeHHHME ayauThl JOJDKHBI BBINOJHATHCA paboTHuKamu OOpasoBarenbHas
opranMsanus. B uMcno 3amady, pemaeMplx IpU  IPOBEJCHUM BHYTPEHHUX  ayJIUTOB
WH(POPMAITMOHHON OE30ITaCHOCTH, BXOJISAT:



e cOOp W aHAIM3 HWCXOJHBIX JaHHBIX OO0 OpPraHU3alMOHHOW W (PYHKIIMOHAIBHOU
CTPYKTYpe HH(POPMAITMOHHBIX CUCTEM, HEOOXOAUMBIX IS OLIEHKU COCTOSIHUS CHCTEMBI
3aIuTHl HH)OPMALIUH;

® aHAIU3 YTBEP)KICHHBIX OPraHU3aIMOHHO-PACTIOPSIUTEIBHBIX TOKYMEHTOB I10 3aIIUTE
UHPOpPMALIUK HA MPEAMET MX MOJTHOTH U 3(PPEeKTUBHOCTH, a Takxke (popMupoBaHHE
pPEKOMEHIALMI 10 UX J0paboTKe WM pa3pabOTKHU HOBBIX;

e oOocHOBaHMe (PMHAHCOBOU APPEKTUBHOCTH BHOBH MPUOOPETAEMBIX CPEJCTB 3aLUTHI
nHpopmanuu;

e [IpOBEpKa NPAaBUIBHOCTH BBIOOpAa W HACTPOMKH CPEICTB 3alIUTHl HH(MOpPMAIHH,
¢dopMHpOBaHUE TPEATOKEHUNH IO HCIOJIB30BAHHIO HWMEIOMIMXCS CPEICTB 3allUThI
uHpOpManMM  JUIS  TIOBBIIICHUS ~ YPOBHS  HAASKHOCTH M OE30IMacCHOCTH
uHpopManrOHHbIX crucTeM OOpa30BaTeNbHON OpraHNU3alUy,;

® aHaNIM3 OTYETOB IO MPOM3OIICANIMM WHIUACHTaM HH(OPMALMOHHON 0e30MacHOCTH
Y TIPUHATHIM MepaM 0 UX Pa3peuIeHuIo.

IToBbIlIeHNE OCBETOMIEHHOCTH PA0OTHHKOB

B pamkax opraHu3anud KOMIUIEKCHOTO TIPOTHBOACHCTBUS yrpo3aM 0€30IacHOCTH
uHpOpPMaLUY, UCXOAAUIMM OT paboTHUKOB OOpa3zoBaTeabHOM OpPraHM3alluU JOJKHA MOCTOSIHHO
MOBBIINIATHCS KX OCBEIOMIICHHOCTH B 00J1aCTH 3aIIUTHI HHPOPMALIUH.

IToBrIlIEHME OCBCAOMIICHHOCTHU pa6OTHI/IKOB O6p830BaTeHLHOﬁ OpraHru3annuu
OCYHICCTBIIACTCA:
® JI0 CYHICCTBYIOIIUM B O6paSOBaTeHBHOﬁ OopraHu3anunu OpraHnu3alMOHHO-

pacrops,ANTEIbHBIM JJOKYMEHTAM;
e 10 npuMeHsieMbiM B O0pa3oBaTeIbHONM OpraHU3aii MepaM 3alIUThl HHPOPMAIIHH;
® [0 MPaBUIHLHOMY HCIIOJIb30BAHUIO CPEACTB 3aIIUTHI HH()OPMAIIHH.

7  3AK/IIOYEHHUE

[Tpu u3MeHeHMH IeHCTBYIOIETO 3akoHonaTenbcTBa Poccuiickoit denepanuu B obmactu
3amMThl  MHGOpMAIMKM, a  TaKKe  OpraHU3aIlMOHHO-PACTIOPSIUTENBHBIX  JIOKYMEHTOB
OO6pazoBarenbHON opraHu3anuu Hactosmas [lonuTuka 1 U3MEHeHus K Hell MPUMEHSIOTCS B YacTH,
HE MPOTHUBOpEYAIC BHOBb NMPHUHATHIM 3aKOHOJATEIbHBIM U MHBIM HOPMATHUBHBIM aKTaM, a TaKKe
BHYTpEeHHUM JoKkyMeHTaM OOpa30oBaTeNbHON OpraHu3aluu.

Bce TpeGoBaHus, yCTaHOBJIEHHBIE JEUCTBYIOIIMM 3aKOHOAATENbCTBOM Poccuiickoit
®enepauny, MNOA3AKOHHBIMM aKTaMM U JOTOBOPHBIMM OTHOLICHMSIMH, a TaKXe IOAX0X
OO6Gpa3oBaTeabHON OpraHU3ali K 00ECIeYeHUI0 COOTBETCTBUS dTUM TPEOOBAHUSAM JOJDKHBI OBITH
SIBHBIM 00pa30M OTpeAeNieHbl, JOKYMEHTHPOBAHBI U TIOCPKUBATHCS B AKTYyaTbHOM COCTOSTHUH.

B O06pa3zoBaTenbHOll opraHu3alii B IPUOPUTETHOM HampaBiIeHUH JOKEH paccMaTpuBaThCs
nepexoj Ha MPorpaMMHOE 00ecTedYeHHe OTEYECTBEHHOTO MPOU3BOUTEINS, BKIIFOUSHHOTO B €TUHBII
PEECTP POCCUICKUX MPOTPAMM JIJIsl JIEKTPOHHBIX BBIYHUCIUTEIBHBIX MAIIMH U 0a3 JaHHBIX. B Tom
quclie MO0 YacTU CEPBEPHOr0, KOMMYTAIMOHHOTO OOOPYIOBAaHMS U TPOTPAMMHO-AIMIAPATHBIX
CPENCTB, BKIIOYEHHBIX B EIMHBIN pEeCTp POCCUICKON pauo3JIEKTPOHHON NPOAYKIUH.

IlepecMOoTp W BHeCeHHME U3MEHEHMH B HacToAlyr [lOMUTHKY OCYIIECTBISIIOTCS Ha
MIEPUOIMYECKON 1 BHEINIAHOBON OCHOBE.
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